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Section 1 

Overview of project 
 
 

A. Where we have uploaded our tutorial 
 
https://www.hackster.io/int-elligence/smart-door-lock-iot-58b95e 
 

B. Why have we chosen to upload to this site 
 
We chose Hackster.io because it’s more computer hardware focused and is a better project 
aggregation site for our project which is related to IoT, computers and programming. Raspberry Pi 
projects are popular and abundant there, so it’s the sensible choice. 
 

C. What have we uploaded 
 
Full Fritzing diagram, hardware requirements, software requirements, full tutorial and a summary 
 

D. What is the application about? 
 

The application allows the user to tap in and out as a door lock. There is a motion sensor that’ll 
detect motion and prompt for the next action. The User’s NFC Card ID will be logged into the 
database, including the date and time of which they tapped in. New users are also allowed to 

register their cards into the database. There is a web application that provides records and archives 
of images taken when motion has been detected. Admins are able to control (something) remotely. 

Temperature is shown in real-time as well. 
 

E. Summary of the steps that will be described 
 
Provide a bullet list of the steps that will be covered in the other parts of this tutorial 

 

 Section Description 

1)  Overview An overview of what you will do for this tutorial 

   

Sections x to x provides the step-by-step instructions to set up the application 
2)  Hardware requirements Provides overview of hardware required 

3)  Hardware Setup on 
Raspberry Pi 

Provide the instructions for setting up of hardware 

4)  Installing Libraries Installation of prerequisite libraries 

5)  Setup MQTT, S3 and RDS Setting up of back-end services 

6)  Code the application Writing the main code of the application 

7)  Creating HTML Files Creation of HTML files 

https://www.hackster.io/int-elligence/smart-door-lock-iot-58b95e
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8)  Test the Program Program testing and expected results 
 
 

F. How does the final RPI set-up looks like? 
 

 
 
 

G. How does the web or mobile application look 

like? 
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Section 2 

Hardware requirements  
 

Hardware checklist 
 

 
 

a)  A PIR Sensor can tell when something nearby 
moves. 
 
The sensor detects the pattern of infrared energy 
in its surroundings.  If the pattern changes, the 
sensor outputs a high signal. 
 
The sensor has 3 pins. 
o VCC – Connect this to power (5V or 3.3V) 
o VOUT –  Connect this to a GPIO pin to read its 

value 
o GND – Connect this to ground 

HC-SR501 
PIR Motion Sensor 

 

b)  • Adding a LCD display in your IoT projects will 
definitely spice it up by one notch! LCD displays 
are a fun and easy way to have your 
microcontroller project talk back to you. 

• LCDs are available in tons of colors and sizes. 
For example, you might have 8x1 LCDs or 20x4 
LCDs  

• For this lab, we will use the commonly available 
16x2 LCD which can display up to 32 characters. 

• We will use the i2C version which require you to 
connect only 2 GPIO pins to your Raspberry Pi. 

If you are buying your own LCDs, do make sure 
you buy the i2C version though they might cost a 
bit more. The non-i2C versions require you to 
connect double the number of GPIO pins! 

i2c LCD Screen 

 

c)  • RFID  technology is commonly used in many 
applications to “tag” items for the purpose of 
identification or tracking. 

• For example, an RFID tag attached to an 
automobile during production can be used to 
track its progress through the assembly line; 

RFID/ NFC reader MFRC522 
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RFID-tagged pharmaceuticals can be tracked 
through warehouses; and implanting RFID 
microchips in livestock and pets allows animals 
to be identified. 

• In this lab, you will write a simple Python 
program that is able to read RFID cards/ tags 
with a MFRC522 card reader module attached 
to RPi 

• This reader is also capable of reading NFC 
Mifare A cards. 

NFC is based on RFID protocols but goes farther 
than RFID as it is capable of two-way 
communication—unlike RFID’s one-directional 
limitation 

 

d)  • The DHT11 is a basic, ultra low-cost digital 
temperature and humidity sensor. 

• It uses a capacitive humidity sensor and a 
thermistor to measure the surrounding air, and 
spits out a digital signal on the data pin (no 
analog input pins needed). 

• Its fairly simple to use, but requires careful 
timing to grab data. 

• The only real downside of this sensor is you 
can only get new data from it once every 2 
seconds 

• The sensor that has been given to you has 4 
pins. 
o VCC – this is the one you connect to power 
o DATA – this is an output value you read to 

determine the temperature 
o NC – Stands for no connection 

GND – this is the one you connect to ground 

DHT11 

 

e)  • To make this circuit work, we need to add in a 
“pull-up resistor” on the DATA line of our 
DHT11 sensor connected to the VCC line 

• The pullup resistor is needed because the data 
line to the sensor is bidirectional. 

• The sensor only sends data after its been told 
to by our RPi. 

10K Ω RESISTOR 

10K ohms resistor 
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• For the circuit in this lab, we will need to add a 
10K ohms resistor 

• You can recognise a 10K ohms resistor by its 
color bands (brown:black:orange:gold) 

 

 

f)  • The Raspberry Pi camera is an official accessory 
that hooks up to a special connector on the 
Raspberry Pi. 

• It can be used on any model of the Raspberry Pi 
except the first version of Pi Zero 

 

• The camera is mounted on a small printed 
circuit board and connects through a ribbon 
cable. 

• The connector provides direct access between 
the camera and the processor. This is more 
efficient than using a webcam, which needs to 
connect through the USB protocol 

• The picture on the right shows the camera 
connected to a Raspberry Pi. 

•  

piCam 

 

g)  • The longer leg (anode) should be connected to 
the positive supply of the circuit (power) 

• The shorter leg (cathode) should be connected 
to the negative side of the power supply 
(ground) 

• LEDs will only work if power is supplied the 
correct way round 

• You will not break the LEDs if you connect them 
the wrong way – they just don’t light. 

• If the LED doesn’t light when you finish your 
lab later, maybe you have connected it the 
wrong way 

LED 

 

h)  A buzzer is an audio signaling device which is 
commonly found in circuits to create a buzzing or 
beeping noise. 
 
Buzzers can be categorized as active buzzers and 
passive ones. For our lab, we will use active 
buzzers as they are a lot simpler to use than 

Buzzer 



Alvin Aravinnth, Jared Kwan ST0324 Internet of Things CA2 Step-by-step Tutorial 
 

Created by Dora Page 10 of 68  
 

 
 

passive ones though they are slightly more 
expensive. 
 
An active buzzer can be connected just like an LED 
but they are even easier to use because a resistor 
is not needed. 
 
A buzzer typically has 2 pins 
o VOUT –  Connect this to a GPIO pin to control 

its value 

• GND – Connect this to ground 

 

 

 

Section 3 

Hardware Setup on Raspberry Pi 
 

 Completed Fritzing Diagram 
 
This is how your completed circuit should look like. 
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Follow the instructions in Section B for detailed steps 
 

 Connect the Components!  
 

 Task 

a)  Connect the PIR motion sensor with the RPi as follows: 
 
 
 

Jumper 
color 

PIR 
pin 

RPi pin 

Red VCC 3.3V 

Black GND GND 

Green VOUT BCM26 

 

b)  

 

 

 

 Task 

 Connect the pins on the LCD to the RPi as follows: 
 

Jumper color LCD pin RPi pin 

White SCL SCL 

Yellow SDA SDA 
Black GND GND 

 
 



Alvin Aravinnth, Jared Kwan ST0324 Internet of Things CA2 Step-by-step Tutorial 
 

Created by Dora Page 12 of 68  
 

 Task 

Red VCC 5V 

 
 
 
 

 

 

 

 

 

 Task 

 There are 8 pins on the MFRC522 reader. 
 
We will only be using 7 of them. 
 
Connect the pins on the MFRC522 card reader to the RPi as indicated below. 
 

Jumper color MFRC522pin RPi pin 
Yellow SDA CE0 

Orange SCK SCLK 
Green MOSI MOSI 

Blue MISO MISO 
 IDR  

Black GND GND 

White RST GPIO25 

Red 3.3V 3.3V 

 5V  
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 Task 

 

 

 

 

Task 

Connect the Buzzer with the RPi as follows: 

 
 
 

Jumper 
color 

PIR pin RPi pin 

Black GND GND 

Blue VOUT BCM5 

 

 

 Task 

CONNECT LED AND RESISTOR 

a)  Plug in the LED into the breadboard as shown. Place the  longer end of the LED nearer to 
the T-Cobbler Kit. 

BCM5 
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 Task 

b)  Plug in the 330 Ω resistor into the breadboard as shown. One end of the resistor should be 
in the same column as the short leg of the LED.  

c)  LED 
(i) Using a blue cable, connect the long end of LED to BCM18 

d)  Resistor (Orange-Orange-Brown) 
(i) Using a black cable, connect the free end of the 330 Ω resistor to GND 

 

 Task 

a)  As mentioned, the DHT11 chip has a  total 
of 4 pins 
 
Connect them to the RPi pins with the 
corresponding color jumper cables as 
shown in the diagrams below. 
 
Add in a 10k ohms resistor in the DATA and 
VCC line. 

 

 

b)  DHT11 
Sensor 

Raspberry 
Pi 

Jumper 
Color 

VCC 3V3 Red 

 
 

DATA 
 

GPIO4 / 
BCM4 

Blue 

 
 

NC  
 
 

 

GND 
 

GND Black 
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 Task 

a)  The Fritzing diagram below shows the final layout 

 
Figure 1: Fritzing diagram 

 
 
 

Section 4 

Installing Libraries 

 

 Install the necessary libraries 
 

 Task 

 << Install Python-dev>> 

a)  Install the Python development libraries 
sudo apt-get install python-dev 

 

POWER 

BCM4 
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 Task 

 << Install SPI-Py Library >> 

b)  Set up the SPI Python libraries since the card reader uses the SPI interface 
git clone https://github.com/lthiery/SPI-Py.git 
cd /home/pi/SPI-Py 
sudo python setup.py install 

 << Install RFID library >> 

c)  Clone the MFRC522-python library and copy out  the required files to your project 
directory 
 
git clone https://github.com/rasplay/MFRC522-python.git 

 
cd MFRC522-python 
sudo cp *.py ~/CA1 

 

  
<< Install LCD library >> 

d)  Install the rpi-lcd library using the commands below. 
sudo pip install rpi-lcd       

  
<< Install the AWS Python library >> 

e)  Install the AWS library with this command 
sudo pip install AWSIoTPythonSDK 

  
<< Install Boto 3 Library >> 

f)  Install the Boto 3 library with this command 
sudo pip install boto3 
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Section 5 

Setup MQTT, S3 and RDS 
 
 

1. Sign in to AWS IoT Console 
 
After you have received the email confirmation from AWS, you are now ready to log into the AWS 
IoT console to start the lab. 
 

 Sign in to the AWS IoT Console 
 

No Task 

a)  Turn on your Raspberry Pi and confirm you have an Internet connection. 

b)  Sign in with your AWS console at https://aws.amazon.com 

c)  In the AWS dashboard,  type “AWS IoT” to access the AWS IoT service. 

 
 

d)  On the Welcome 

page, choose Get 

started 

 

 
  

https://aws.amazon.com/
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2. Register your Raspberry Pi as a Thing 
 
In this section, you will learn how to create and register your Raspberry Pi as a “Thing” with AWS 
IoT. 
 

 Create and register your “Thing” 
 

No Task 

a)  In the left navigation pane, click “Registry” to expand it, 

then choose  “Things”. 

 

b)  On the page that says “You don't have 

any things yet”, choose “Register a 

thing”.  

 

If you have created a thing before, 

choose Create. 
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No Task 

c)  A thing represents a device whose status or data is stored in the AWS cloud.  The Thing 

Shadows is the state of the device, e.g. is it “on” or “off”, is it “red” or “green” etc. 

 

Our “thing” here is our RPi, so let’s type “MyRaspberryPi” for the name. 

 

Click “Create thing” 
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 Copy REST API endpoint of your “Thing” 
 
 

No Task 

a)  On the Details page, choose Interact.  

 

b)  Copy and paste the 

REST API endpoint 

into a Notepad. 

 

You will need this 

value later. 
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 Create Certificates 
 

No Task 

a)  Next, choose Security  

 

b)  Choose “Create certificate” to generate an X.509 certificate and key pair. 
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No Task 

c)  After a while, you 

should see the 

following screen, 

where there are a total 

of four download links. 

 

 

d)  Create a working directory called deviceSDK 

and download all the 4 files above in this 

deviceSDK directory, renaming them with 

friendly names like what I have done. 

 

e)  Next, click the “Activate” button. 

 

Almost immediately, you should see 

“Successfully activated certificate” and 

the Activate button changes to 

“Deactivate” 
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 Create a Security Policy for your RPi 
 

 Task 

a)  Next, click on the “Attach a policy” button that 

is near the bottoom right-hand corner of the 

page.  
 

b)  On the next page, choose “Create new policy” 

 

c)  On the Create a policy page, key in 

the following configuration and then 

click “Create”  

 

Field Type this in 

Name  MyRaspberryPiSecurityPolicy 

Action iot:* 

Resource ARN * 

Allow Checked 
 

 



Alvin Aravinnth, Jared Kwan ST0324 Internet of Things CA2 Step-by-step Tutorial 
 

Created by Dora Page 24 of 68  
 

 Task 

d)  You will see a page similar to that below, move ahead to click the “Back” arrow to 

return to the previous page and continue  with the instructions in the next section. 

 

 
 

 

 
 

 Attach Security Policy and Thing to your Cert 
 
In this section, you will attach both your security policy and your Thing to your X.509 certificate 
 

 Task 

a)  On the left nav bar, click “Security, Certificates” 
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 Task 

b)  The X.509 certificate you 

created earlier is shown. 

 

Click the checkbox beside 

it, then click “Actions” 

button and choose 

“Attach Policy”  

 

c)  Check the 

“MyRaspberryPiSecurityPolicy” 

you created earlier and click 

“Attach” button. 

 

d)  Let’s attach the “Thing” to this 

certificate. 

 

Click “Actions” button and choose 

“Attach Thing” 
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 Task 

e)  In the Attach things to 

certificate(s) dialog box, select the 

check box next to the thing you 

created to represent your 

Raspberry Pi, and then choose 

Attach 

 

 

3. Subscribing for Sensor Alert 
 

Open the AWS SNS console. In the left pane, click on the “Topics” tab. Then click on the “Create 

New Topic” button to begin creating a topic for the admin to subscribe to. 

 

In both Topic name and Display name fields, input “alertTopic” as the unique identifier for the 

Amazon Resource Name (ARN), which is used to specify a resource unambiguously across any AWS 

applications. 

 

After creating the topic, check the newly created “alertTopic”, and click on the “Actions” drop down 

menu. Click the “Edit topic policy” option. 
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In the basic view tab, click on the “Everyone” radio button for both “Allow these users to publish 

messages to this topic” and “Allow these users to subscribe to this topic”. Then click on the “Update 

Policy” button. 

 

After creating the topic, check the newly created “alertTopic”, and click on the “Actions” drop down 

menu. Click the “Subscribe to topic” option. 
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A popup showing the Topic ARN, Protocol, and Endpoint fields will be shown to create the 

subscription for “alertTopic”. Choose “Email” as the protocol and fill in your own desired email as 

the Endpoint. Click on the “Create subscription” button once completed. 

 

After creating the subscription, a subscription confirmation notice will be sent to the email that you 

have specified as your endpoint earlier. Click on the “Confirm subscription” hyperlink to confirm the 

subscription properly and begin sending SNS notifications from AWS to your email. 

 

Upon clicking the hyperlink, a popup should appear similar to the screenshot below. 
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4. Setting Up Rules and Actions 
 

In the AWS IoT console, in the left navigation pane, choose Act, then “Create a rule”. 

 

On the Create a rule page, in the Name field, type a name for your rule. In the Description field, 

type a description for the rule. 
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Scroll down to Message source. Choose the latest version from the Using SQL version drop-down 

list. In the Attribute field, type *. This specifies that you want to send the entire MQTT message that 

triggered the rule. 

 

The rules engine uses the topic filter to determine which rules to trigger when an MQTT message is 

received. In the Topic filter field, type “space1/alert”. Leave the condition blank. 

In set one or more actions, choose Add action 
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On the Select an action page, select Send a message as an SNS push notification, and then choose 

Configure action. 

 

On the Configure action page, from the SNS target drop-down list, choose the Amazon SNS topic 

you created earlier. 
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Now you need to give AWS IoT permission to publish to the Amazon SNS topic on your behalf when 

the rule is triggered. Choose Create a new role. Enter a name for your new role in the IAM role 

name field.  

 

After you have entered the name, choose Create a new role again. Select the newly created role 

from the IAM role name drop-down list. Choose Update role to apply the permissions to the newly 

created role, and then choose Add action. 
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Choose Add action. You will be returned to the previous screen as shown below. 

 

On the Create a Rule page, choose Create rule. 

 

 

5. Creating the Database (RDS) 
 

The basic building block of Amazon RDS is the DB instance. This is the environment in which you run 

your MySQL databases.  

In this example, you create a DB instance running the MySQL database engine called mysql-

instance1, with a db.m1.small DB instance class, 20 GiB of storage, and automated backups enabled 

with a retention period of one day. 

To create a MySQL DB instance 

1. Sign in to the AWS Management Console and open the Amazon RDS console 

athttps://console.aws.amazon.com/rds/. 

2. In the top right corner of the Amazon RDS console, choose the region in which you want to 

create the DB instance.  

3. In the navigation pane, choose Instances. 

4. Choose Launch DB instance. The Launch DB Instance Wizard opens on the Select 

engine page. 

https://console.aws.amazon.com/rds/
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5. Choose MySQL. 

6. Check the “Only enable options eligible for RDS Free Usage Tier”, and then choose Next. 

7. The Choose use case page asks if you are planning to use the DB instance you are creating 

for production. Choose Dev/Test and then choose Next.  

8. On the Specify DB Details page, specify your DB instance information. The following table 

shows settings for an example DB instance. When the settings are as you want them, 

choose Next. 

For This Parameter Do This 

License model Choose the default, general-public-license, to use the general 

license agreement for MySQL. MySQL has only one license 

model. 
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DB engine version Choose the default version of MySQL. Amazon RDS supports 

multiple versions of MySQL in some regions.  

DB instance class Choose db.m1.small.  

Multi-AZ deployment Choose Yes to have a standby replica of your DB instance 

created in another Availability Zone for failover support. We 

recommend Multi-AZ for production workloads to maintain 

high availability. For development and testing, you can 

choose No. 

For more information, see High Availability (Multi-AZ).  

Storage type Choose the storage type General Purpose (SSD). For more 

information about storage, see DB instance storage. 

Allocated storage Type 20 to allocate 20 GiB of storage for your database. In 

some cases, allocating a higher amount of storage for your DB 

instance than the size of your database can improve I/O 

performance. For more information about storage allocation, 

see Amazon RDS Features. 

DB instance identifier Type a name for the DB instance that is unique for your account 

in the region you chose. You can add some intelligence to the 

name, such as including the region and DB engine you chose, 

for example mysql-instance1. 

Master username Type a name using alphanumeric characters to use as the 

master user name to log on to your DB instance. This is the user 

name you use to log on to your database on the DB instance for 

the first time. 

Master 

passwordand Confirm 

password 

Type a password that contains from 8 to 41 printable ASCII 

characters (excluding /,", and @) for your master user 

password. This is the password to use when you use the user 

name to log on to your database. Then type the password again 

in the Confirm Password box. 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Storage.html
https://aws.amazon.com/rds/#features
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9.  
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10. Choose Next. 

11. On the Configure advanced settings page, provide additional information that RDS needs to 

launch the MySQL DB instance. The table shows settings for an example DB instance. Specify 

your DB instance information, then choose Launch DB Instance. 

For This 
Parameter 

Do This 

Virtual Private 

Cloud (VPC) 

Choose Create new VPC. 

Subnet group Choose Create new DB subnet group. 

Public 

accessibility 

Choose Yes. 

Availability zone Choose No Preference. 

VPC security 

groups 

Choose Create new VPC security group. 

Database name Type a name for your default database that is 1 to 64 alpha-numeric 

characters. If you don't provide a name, Amazon RDS doesn't 

automatically create a database on the DB instance you are creating.  

To create additional databases, connect to the DB instance and use the 

SQL command CREATE DATABASE. For more information about 

connecting to the DB instance, see Connecting to a DB Instance 

Running the MySQL Database Engine. 

Database port Leave the default value of 3306 unless you have a specific port you 

want to access the database through. MySQL installations default to 

port 3306.  

DB parameter 

group 

Leave the default value unless you created your own DB parameter 

group. For more information about parameter groups, see Working 

with DB Parameter Groups. 

Option group Choose the default value because this option group is used with the 

MySQL version you chose on the previous page. 

Copy tags To 

snapshots 

Choose this option to have any DB instance tags copied to a DB 

snapshot when you create a snapshot. For more information, 

see Tagging Amazon RDS Resources. 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ConnectToInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ConnectToInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Tagging.html
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IAM DB 

authentication 

Choose No. For more information, see Authentication and Access 

Control for Amazon RDS. 

Encryption Choose Enable encryption to enable encryption at rest for this DB 

instance. For more information, see Encrypting Amazon RDS 

Resources. 

Backup retention 

period 

Set the number of days you want automatic backups of your database 

to be retained. For testing purposes, you can set this value to 1. 

Backup window Unless you have a specific time that you want to have your database 

backup, use the default of No Preference. 

Enhanced 

monitoring 

Unless you want to enable gathering metrics in real time for the 

operating system that your DB instance runs on, use the default 

of Disable enhanced monitoring. 

Log exports Select General log. For more information, see MySQL Database Log 

Files. 

Auto minor 

version upgrade 

Choose Enable auto minor version upgrade. 

Maintenance 

window 

Choose No preference. 

12. Choose Launch DB instance. 

13. Choose View DB instance details.  

On the RDS console, the details for new DB instance appear. The DB instance has a status 

of creating until the DB instance is ready to use. When the state changes to available, you 

can connect to the DB instance. Depending on the DB instance class and the amount of 

storage, it can take up to 20 minutes before the new instance is available. 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAM.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAM.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.MySQL.html
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Connecting to a Database on a DB Instance Running the MySQL Database Engine 

Once Amazon RDS provisions your DB instance, you can use any standard SQL client application to 

connect to a database on the DB instance. In this example, you connect to a database on a MySQL 

DB instance using MySQL monitor commands. One GUI-based application you can use to connect is 

MySQL Workbench; for more information, go to the Download MySQL Workbench page. For more 

information on using MySQL, go to the MySQL documentation. 

To connect to a database on a DB instance using MySQL monitor 

1. Find the endpoint (DNS name) and port number for your DB Instance. 

a. Open the RDS console and then choose Instances to display a list of your DB 

instances. 

b. Click the MySQL DB instance name to display its details. 

c. Scroll to the Connect section and copy the endpoint. Also, note the port number. 

You need both the endpoint and the port number to connect to the DB instance.  

http://dev.mysql.com/downloads/workbench/
http://dev.mysql.com/doc/
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2. Type the following command at a command prompt on a client computer to connect to a 

database on a MySQL DB instance using the MySQL monitor. Substitute the DNS name for 

your DB instance for <endpoint>, the master user name you used for <mymasteruser>, and 

the master password you used for <password>. 

PROMPT> mysql -h <endpoint> -P 3306 -u <mymasteruser> 

After you enter the password for the user, you should see output similar to the following. 

Welcome to the MySQL monitor.  Commands end with ; or \g. 
Your MySQL connection id is 350 
Server version: 5.6.27-log MySQL Community Server (GPL) 
 
Type 'help;' or '\h' for help. Type '\c' to clear the buffer. 
 
mysql> 

 
 

6. Setting up the Database 
 

While waiting for your database to be created Download MySQL workbench: 
https://dev.mysql.com/downloads/workbench  
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If your db instance status is available your database is ready, however there are some stuff we must 
set before using  

Under Connect, click on security group , type :inbound  
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Click Add Rule, then change type to all traffic, source to any- where  
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After installing MySQLWorkBench 
 

Click on the Plus button for a new connection  

 

Enter the endpoint from AWS RDS into the Host, then enter your username 
 

Click test connection and enter your password, check if your  

connection is successful, then click OK  
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Click your connection and you’ll be brought into the page with your database  

Right click on CA2 and set as default schema 

 
 

4.7. Click folder and sql icon to open sql file from directory  
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4.8. Find the sql file (will be provided)  

4.9. Click the lightning button  

 

 
 

Right click on intents and click refresh all, the data has been imported  

7. Setting up S3 
 

 Create a bucket on Amazon S3 
 

No Task 

a)  Log in your AWS console and search for 

S3 

 

b)  Click “Create bucket” 
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No Task 

c)  Type in a unique 

name for your 

bucket and choose 

Region as “US 

West (Oregon)” 

which is us-west-2 

 

Click “Create” 

button 

 

d)  After a while, your newly created bucket should appear in the list. 

 

 
 
 

 Install AWS CLI on Raspberry Pi 
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No Task 

a)  Type the following command to install the AWS Command-Line Interface Client on 

your Raspberry Pi 
sudo pip install awscli 
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 Setup authentication credentials 
 
In order that you are able to use API calls to write to Amazon S3 buckets, you will need to set up 
credentials for it. 
 

 Task 

a)  Log in your AWS console and search for IAM 

 

 

 

  

b)  Click on “Users” 

submenu, “Add 

user” 

 

 

c)  Create a new user 

botouser and 

enable 

Programmatic 

access 
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 Task 

d)  In the next screen, 

click “Attach 

existing policies 

directly” 

 

e)  Scroll to the 

bottom of the 

page, search for 

“s3” and then 

check the 

“AmazonS3FullAcc

ess” option 

 

f)  Next, search for “Rekognition” 

and then check the 

“AmazonRekognitionFullAcces

s” option 
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 Task 

g)  Click the “Next: Review” button at the 

bottom of the page on the right, then 

on the next page, click “Create user”  

 
 

h)  You should see the success page above with a link to download a csv file. 

 

Make sure you download the .csv file to your laptop 

 

You will need to refer to them later. 

 
 

 Setup authentication credentials 
 
 

No Task 

a)  On your Raspberry Pi, navigate to the directory where your Python code will be stored 

b)  Type the following command in your Raspberry Pi terminal so that you can use the 

AWS CLI  to configure your credentials file:  
aws configure 

c)  Enter the Access Key ID and Secret Access Key id you obtained from the previous 

section when you created the botouser account by referring to the .csv file y ou 

downloaded. 
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No Task 

 

 

Section 6 

Code the application 
 

A. main.py 
 
Next, let’s write the main python script that will be handling the tapping in and tapping out of users 
and the other main functions 
 

 Task 

a)  Create a folder to store your assignment files 
mkdir ~/CA2 

b)  Change directory to CA1 
cd ~/CA2 

c)  Create a python script main.py with the code below 
sudo nano ~/CA2/main.py 

d)  from __future__ import print_function 

from AWSIoTPythonSDK.MQTTLib import AWSIoTMQTTClient 

from time import sleep 

import MFRC522 

import RPi.GPIO as GPIO 

import sys 

import tty 

import termios 

import time 

import datetime 

import logging 

import db 

import boto3 

import botocore 

import pymysql 

from picamera import PiCamera 

from gpiozero import MotionSensor 

from rpi_lcd import LCD 
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 Task 

 

lcd = LCD() 

cardId= 0 

 

REGION = 'ap-southeast-1' 

 

rds_host = "ca2-instance.cb5oqeukl73j.ap-southeast-1.rds.amazonaws.com" 

name = "ca2_user" 

password = "robots1234" 

db_name = "CA2"  

 

def connect(): 

    return pymysql.connect(rds_host, user=name, 

passwd=password,db=db_name, connect_timeout=5) 

 

# Custom MQTT message callback 

def customCallback(client, userdata, message): 

    print("Received a new message: ") 

    print(message.payload) 

    print("from topic: ") 

    print(message.topic) 

    print("--------------\n\n") 

     

host = "atp3bzb9l45ub.iot.ap-southeast-1.amazonaws.com" 

rootCAPath = "rootca.pem" 

certificatePath = "certificate.pem.crt" 

privateKeyPath = "private.pem.key" 

 

my_rpi = AWSIoTMQTTClient("basicPubSub") 

my_rpi.configureEndpoint(host, 8883) 

my_rpi.configureCredentials(rootCAPath, privateKeyPath, 

certificatePath) 

 

my_rpi.configureOfflinePublishQueueing(-1)  # Infinite offline Publish 

queueing 

my_rpi.configureDrainingFrequency(2)  # Draining: 2 Hz 

my_rpi.configureConnectDisconnectTimeout(10)  # 10 sec 

my_rpi.configureMQTTOperationTimeout(5)  # 5 sec 

 

# Connect and subscribe to AWS IoT 

my_rpi.connect() 

my_rpi.subscribe("sensors/alert", 1, customCallback) 

sleep(2) 

 

# Publish to the same topic in a loop forever 

loopCount = 0 

 

# Set the filename and bucket name 

BUCKET = 'awsiotdoorbell' # replace with your own unique bucket name 

location = {'LocationConstraint': 'us-west-2'} 

timestring = datetime.datetime.now().strftime("%m-%d-%Y_T%H:%M:%S") 

file_path = "/home/pi/CA2/CapturedPics" 

file_name = "photo_" + timestring + ".jpg" 

 

def takePhoto(file_path,file_name): 
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    with PiCamera() as camera: 

        #camera.resolution = (1024, 768) 

    print ("Taking photo " +timestring) 

        full_path = file_path + "/" + file_name 

        camera.capture(full_path) 

        time.sleep(3) 

         

 

def uploadToS3(file_path,file_name, bucket_name,location): 

    s3 = boto3.resource('s3') # Create an S3 resource 

    exists = True 

 

    try: 

        s3.meta.client.head_bucket(Bucket=bucket_name) 

    except botocore.exceptions.ClientError as e: 

        error_code = int(e.response['Error']['Code']) 

        if error_code == 404: 

            exists = False 

 

    if exists == False: 

        

s3.create_bucket(Bucket=bucket_name,CreateBucketConfiguration=location) 

     

    # Upload the file 

    full_path = file_path + "/" + file_name 

    s3.Object(bucket_name, file_name).put(Body=open(full_path, 'rb')) 

    print("File uploaded") 

 

# Get the service resource. 

#boto3.set_stream_logger('botocore', level='DEBUG') 

 

 

 

 

 

 

def setGpio(): 

    GPIO.cleanup() 

    # Show no warnings 

    GPIO.setwarnings(False) 

    # Use GPIO pin numbers 

    GPIO.setmode(GPIO.BOARD) 

 

def bzEnter(): 

    GPIO.cleanup() 

    GPIO.setmode(GPIO.BCM) 

    GPIO.setup(5,GPIO.OUT) 

    GPIO.output(5,GPIO.HIGH) 

    time.sleep(1) 

    GPIO.output(5,GPIO.LOW)  

     

def destroy(): 

        lcd.clear()  

     

# Class start 

class Actions: 
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 Task 

    incoming=1 

    outcoming=2 

 

# Prepare RFID for reading 

def identity(): 

    reading = True 

    while reading: 

        MIFAREReader = MFRC522.MFRC522() 

 

        (status,TagType) = 

MIFAREReader.MFRC522_Request(MIFAREReader.PICC_REQIDL) 

 

        if status == MIFAREReader.MI_OK: 

            print("Card detected. Identifying...") 

        lcd.text("Card detected",1) 

        lcd.text("Identifying...",2) 

 

        (status,backData) = MIFAREReader.MFRC522_Anticoll() 

        if status == MIFAREReader.MI_OK: 

            print ("Card ID: 

"+str(backData[0])+""+str(backData[1])+""+str(backData[2])+""+str(backD

ata[3])+""+str(backData[4])) 

            MIFAREReader.AntennaOff() 

            reading=False 

            return 

str(backData[0])+str(backData[1])+str(backData[2])+str(backData[3])+str

(backData[4])  

     

# Fetch card ID 

def read(): 

    cardId=identity() 

    return cardId 

 

      

def readNfc(action): 

    # Option 1: Incoming 

    if(action==49): 

    print("Arrival:") 

        print("Wave your card!") 

    lcd.text("Arrival:",1) 

    lcd.text("Wave your card!",2) 

        cardId=read() 

     

    # Check if card ID is in db 

        db2 = connect() 

        c = db2.cursor() 

        check = c.execute("SELECT *FROM cards WHERE tagId = " + cardId) 

 

        time.sleep(1); 

         

        # If card ID in db approve and authorize entry  

        if check: 

            name = db.write(cardId,Actions.incoming) 

        lcd.text("Access",1) 

        lcd.text("Granted",2) 

        my_rpi.publish("sensors/alert", str(cardId), 1) 
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            bzEnter() 

        else: 

        lcd.text("Access",1) 

        lcd.text("Denied",2) 

        logging.info("%s - Arrive",cardId) 

         

    # Option 2 - Outcoming 

    if(action==50): 

    print("Going home:") 

        print("Wave your card!") 

    lcd.text("Going home:",1) 

    lcd.text("Wave your card!",2) 

        cardId=read() 

 

        # Check if card ID is in db 

        db2 = connect() 

        c = db2.cursor() 

        check = c.execute("SELECT *FROM cards WHERE tagId = " + cardId) 

 

        time.sleep(1); 

 

        # If card ID is in db approve and authorize leave 

        if check: 

            name = db.write(cardId,Actions.outcoming) 

        lcd.text("Tapping",1) 

        lcd.text("Out",2) 

        bzEnter()   

        else: 

            lcd.text("Unauthorised entry",1) 

            lcd.text("and exit",2) 

             

    # Option 3 - Add new card user 

    if(action==51): 

        print("What is your name:") 

        userId = raw_input('--> ') 

        print("Permision level (1:Master key | 2:Guest)?") 

        permission = raw_input('-->') 

        print("Wave your card!") 

 

        cardId=read() 

        name = db.writeUser(userId,cardId,permission) 

        print(name) 

         

        logging.info("Created new card user: %s, Permission: 

%s",userId,permission)  

         

fd = sys.stdin.fileno() 

old = termios.tcgetattr(fd) 

 

def getOneKey(): 

    try: 

        tty.setcbreak(sys.stdin.fileno()) 

        ch = sys.stdin.read(1) 

        return ord(ch) 

    finally: 

        termios.tcsetattr(fd, termios.TCSADRAIN, old) 
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while True: 

    def main(): 

         

        try:     

                while True: 

                    GPIO.setmode(GPIO.BCM) 

                    GPIO.setup(26, GPIO.IN) 

                    if GPIO.input(26): 

                        takePhoto(file_path, file_name) 

                        uploadToS3(file_path,file_name, 

BUCKET,location) 

                        setGpio() 

                        print("========================================

=====") 

                        print("Welcome, please select from one of the 

options") 

                        print("Choose option:") 

                        print("[1]Entry") 

                        print("[2]Exit") 

                        print("[3]Add new card user") 

                        print("========================================

=====") 

                        choice = getOneKey()  

                        readNfc(choice) 

                        GPIO.cleanup() 

        except KeyboardInterrupt: 

            GPIO.cleanup() 

            destroy() 

     

    if __name__ == '__main__': 

        main() 

 

 
 

B. db.py 
 
Next, let’s write the database python script that will be handling the connections from the 
application to the database. 
 
 
 

 Task 

e)  Create a python script db.py with the code below 

sudo nano ~/CA2/db.py 
 

f)  from time import strftime,localtime 



Alvin Aravinnth, Jared Kwan ST0324 Internet of Things CA2 Step-by-step Tutorial 
 

Created by Dora Page 57 of 68  
 

 Task 

import pymysql 

 

REGION = 'ap-southeast-1' 

 

rds_host = "ca2-instance.cb5oqeukl73j.ap-southeast-1.rds.amazonaws.com" 

name = "ca2_user" 

password = "robots1234" 

db_name = "CA2"  

 

# Mysql connection 

conn = pymysql.connect(rds_host, user=name, passwd=password,db=db_name, 

connect_timeout=5) 

cur = conn.cursor() 

 

# Write card readings to database 

def write(tagId,action): 

    currentTime=strftime("%d-%m-%Y %H:%M:%S", localtime()) 

    cur.execute("""INSERT INTO readings (tagId, time, action) VALUES (%s, 

%s, %s)""",(tagId,currentTime,action)) 

    conn.commit() 

    cur.close() 

    action ="Submitted. Have a nice day!" 

    return action 

 

# Write new card registration to database  

def writeUser(userId,tagId,permission): 

    added=strftime("%d-%m-%Y %H:%M:%S", localtime()) 

    cur.execute("""INSERT INTO cards (userId, tagId, added, permission) 

VALUES (%s, %s, %s, %s)""",(userId,tagId,added,permission)) 

    conn.commit() 

    cur.close() 

    action ="New card user added!" 

    return action 

 
 

C. app.py 
 
App.py is a python program that acts as a web server. Users are able to access the web server via a 
browser such as google chrome and monitor the values received from the NFC reader, at the same 
time being able to control the LED on the breadboard and get a realtime temperture check. 
 

 Task 

g)  Create a python script app.py with the code below 

sudo nano ~/CA2/app.py 
 

h)  import time 

from time import sleep 
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 Task 

from flask import Flask, render_template, flash, redirect, url_for, 

session, request, logging 

from gpiozero import LED 

from gpiozero import Buzzer 

import RPi.GPIO as GPIO  

import MFRC522 

import Adafruit_DHT 

import datetime 

import thread 

import pymysql 

app = Flask(__name__) 

 

led = LED(18) 

temp = 4 

 

REGION = 'ap-southeast-1' 

 

rds_host = "ca2-instance.cb5oqeukl73j.ap-southeast-1.rds.amazonaws.com" 

name = "ca2_user" 

password = "robots1234" 

db_name = "CA2"  

 

# Config MySQL 

con = pymysql.connect(rds_host, user=name, passwd=password,db=db_name, 

connect_timeout=5) 

cur = con.cursor() 

# init MYSQL 

 

# home 

@app.route('/') 

def index(): 

    cur.execute("SELECT tagid, time, action FROM readings ORDER BY time 

DESC") 

    con.commit() 

    data = cur.fetchall() 

        return render_template('home.html', data=data) 

 

# Hardware 

@app.route('/hardware') 

def articles():      

    return render_template('hardware.html') 

         

def ledOn(): 

  led.blink() 

  return "LED has been turned on" 

 

def ledOff(): 

  led.off() 

  return "LED has been turned off" 

 

def ledStatus(): 

  if led.is_lit: 

     return 'On' 

  else: 

    return 'Off' 
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#Temperature Reading 

@app.route('/temperature') 

def temperature(): 

    data = [] 

    con = pymysql.connect(rds_host, user=name, 

passwd=password,db=db_name, connect_timeout=5) 

    cur = con.cursor() 

    query = "SELECT date, temperature FROM tempdata ORDER BY date DESC 

LIMIT 10" 

    cur.execute(query) 

     

    for (datetimevalue, tempvalue) in cur: 

        d = [] 

        d.append("{:%H:%M:%S}".format(datetimevalue)) 

        d.append(tempvalue) 

        data.append(d)   

    data_reversed = data[::-1] 

 

    return render_template('temperature.html', data=data_reversed) 

     

def temploop(): 

    try: 

        con = pymysql.connect(rds_host, user=name, 

passwd=password,db=db_name, connect_timeout=5) 

        cur = con.cursor() 

        print("Successfully connected to database!") 

    except: 

      print("Error connecting to mySQL database") 

 

     

    update = True 

    while update: 

      try: 

          humidity, temperature = Adafruit_DHT.read_retry(11, 4)  

          unix = int(time.time()) 

          date = str(datetime.datetime.fromtimestamp(unix).strftime('%Y-

%m-%d %H:%M:%S')) 

          sql = ("INSERT into tempdata (date,temperature,humidity) VALUES 

(%s, %s, %s)") 

          data_sql = (str(date), str(temperature), str(humidity)) 

          cur.execute(sql,data_sql) 

          con.commit() 

          sleep(5) 

         

      except KeyboardInterrupt: 

         update = False 

         cur.close() 

         con.close()     

     

     

 

@app.route("/readLED/") 

def readPin(): 

 

   response = ledStatus() 
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   templateData = { 

      'title' : 'Status of LED: ', 

      'response' : response 

   } 

 

   return render_template('home.html', **templateData) 

 

@app.route("/writeLED/<status>") 

def writePin(status): 

 

   if status == 'On': 

     response = ledOn() 

   else: 

     response = ledOff() 

 

   templateData = { 

      'title' : 'Status of LED', 

      'response' : response 

   } 

 

   return render_template('home.html', **templateData) 

   

    

if __name__ == '__main__': 

    thread.start_new_thread(temploop, ()); 

        app.run(host='0.0.0.0', debug=False, threaded=True) 

 

Section 7 

Creating HTML Files 
 

A. layout.html 
 
The html files  that we are creating is connected to the web server. It contains the logic to create 
the records table that will be shown when the user accesses the program. 
 
 
 

 Task 

a)  Create a folder to store your html files 
mkdir ~/CA2/templates 

b)  Change directory to CA1/templates 
cd ~/CA2/templates 
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 Task 

c)  Create a python script layout.html with the code below 
sudo nano layout.html 

d)  <!DOCTYPE html> 

<html> 

  <head> 

    <meta charset="utf-8"> 

    <title>Smart Door Lock</title> 

    <link rel="stylesheet" 

href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min

.css"> 

  <link rel="stylesheet" 

href="https://use.fontawesome.com/releases/v5.1.0/css/all.css" 

integrity="sha384-

lKuwvrZot6UHsBSfcMvOkWwlCMgc0TaWr+30HWe3a4ltaBwTZhyTEggF5tJv8tbt" 

crossorigin="anonymous"> 

  <style> 

  .panel-red{ 

    border-color: #d9534f;     

  } 

   

  .panel-heading { 

    border-color: #d9534f; 

    color: #fff; 

    background-color: #d9534f; 

  } 

   

  table { 

    counter-reset: section; 

  } 

 

  .count:before { 

    counter-increment: section; 

    content: counter(section); 

  } 

  </style> 

  </head> 

  <body onload="replace()"> 

    <nav class="navbar navbar-default"> 

      <div class="container"> 

        <div class="navbar-header"> 

          <button type="button" class="navbar-toggle collapsed" data-

toggle="collapse" data-target="#navbar" aria-expanded="false" aria-

controls="navbar"> 

            <span class="sr-only">Toggle navigation</span> 

            <span class="icon-bar"></span> 

      <span class="icon-bar"></span> 

          </button> 

          <a class="navbar-brand" href="#">Smart Door Lock</a> 

        </div> 

        <div id="navbar" class="collapse navbar-collapse"> 

          <ul class="nav navbar-nav"> 

            <li><a href="/">Home</a></li> 

      <li><a href="/hardware">Hardware</a></li> 

      <li><a href="/temperature">Temperature</a></li> 
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          </ul> 

 

           

        </div><!--/.nav-collapse --> 

      </div> 

    </nav> 

 

    <div class="container"> 

      {% block body %}{% endblock %} 

    </div> 

  <script src="https://sdk.amazonaws.com/js/aws-sdk-

2.296.0.min.js"></script> 

    <script 

src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.j

s"></script> 

  <script 

src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.0/jquery.min.js">

</script> 

  <script src="//cdn.ckeditor.com/4.6.2/basic/ckeditor.js"></script> 

    <script type="text/javascript"> 

      CKEDITOR.replace('editor') 

    </script> 

      <script> 

          function turnon(){ 

            $.ajax({url: "writeLED/On", 

                    success: function(result){ 

                                  $("#status").html(result); 

                                  } 

                  }) 

          } 

           

          function turnoff(){ 

            $.ajax({url: "writeLED/Off", 

                    success: function(result){ 

                                  $("#status").html(result); 

                                  } 

            }) 

          } 

       

          

          $(document).ready(function(){ 

              $("#b1").click(function(){ 

                     turnon(); 

              }); 

            $("#b2").click(function(){ 

                     turnoff(); 

              }); 

    }); 

     

       

       function replace() { 

                var matches = document.querySelectorAll("td"); 

                for(var index in matches) { 

                    if (matches[index].textContent === "1") { 

                        matches[index].textContent = "Tapping In"; 

                    } 
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          if (matches[index].textContent === "2") { 

                        matches[index].textContent = "Tapping Out"; 

                    } 

           

                } 

            }  

      </script> 

  </body> 

</html> 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

B. home.html 
 

 Task 

a)  Create a python script home.html with the code below 
sudo nano home.html 

b)  {% extends 'layout.html' %} 

 

{% block body %} 

 

<div id="page-wrapper"> 

    <div class="row"> 

        <div class="col-lg-12"> 

            <h1 class="page-header">Dashboard</h1> 

        </div> 
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        <!-- /.col-lg-12 --> 

    </div> 

    <!-- /.row --> 

        <div class="row"> 

            <div class="col-lg-6"> 

                <div class="panel panel-default"> 

                    <div class="panel-heading"> 

                        Records 

                    </div> 

                    <!-- /.panel-heading --> 

                    <div class="panel-body"> 

                            <div class="dataTable_wrapper"> 

                                <table width="100%" class="table table-

striped table-bordered table-hover" id="table-id"> 

                                    <thead> 

                                        <tr> 

                                            <th>#</th> 

                                            <th>Tag Id</th> 

                                            <th>Time</th> 

                                            <th>Action</th> 

                                        </tr> 

                                    </thead> 

                                    <tbody> 

                                    {% for item in data %} 

                                    <tr> 

                                        <td class="count"></td> 

                                        <td>{{item[0]}}</td> 

                                        <td>{{item[1]}}</td> 

                                        <td>{{item[2]}}</td> 

                                    </tr> 

                                    {% endfor %} 

                                </tbody> 

                            </table> 

                        </div> 

                        <!-- /.table-responsive --> 

                    </div> 

                    <!-- /.panel-body --> 

                </div> 

                <!-- /.panel --> 

            </div> 

        </div> 

    </div 

{% endblock %} 

 
 
 

C. hardware.html 
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a)  Create a python script hardware.html with the code below 
sudo nano hardware.html 

b)  {% extends 'layout.html' %} 

 

{% block body %} 

 

<div id="page-wrapper"> 

    <div class="row"> 

        <div class="col-lg-12"> 

            <h1 class="page-header">Dashboard</h1> 

        </div> 

        <!-- /.col-lg-12 --> 

    </div> 

    <!-- /.row --> 

        <div class="row"> 

            <div class="col-lg-6"> 

                <div class="panel panel-default"> 

                    <div class="panel-heading"> 

                        Records 

                    </div> 

                    <!-- /.panel-heading --> 

                    <div class="panel-body"> 

                            <div class="dataTable_wrapper"> 

                                <table width="100%" class="table table-

striped table-bordered table-hover" id="table-id"> 

                                    <thead> 

                                        <tr> 

                                            <th>#</th> 

                                            <th>Tag Id</th> 

                                            <th>Time</th> 

                                            <th>Action</th> 

                                        </tr> 

                                    </thead> 

                                    <tbody> 

                                    {% for item in data %} 

                                    <tr> 

                                        <td class="count"></td> 

                                        <td>{{item[0]}}</td> 

                                        <td>{{item[1]}}</td> 

                                        <td>{{item[2]}}</td> 

                                    </tr> 

                                    {% endfor %} 

                                </tbody> 

                            </table> 

                        </div> 

                        <!-- /.table-responsive --> 

                    </div> 

                    <!-- /.panel-body --> 

                </div> 

                <!-- /.panel --> 

            </div> 

        </div> 

    </div 

{% endblock %} 
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D. temperature.html 
 

 Task 

a)  Create a python script temperature.html with the code below 
sudo nano temperature.html 

b)  {% extends 'layout.html' %} 

 

{% block body %} 

 

<div id="page-wrapper"> 

    <div class="row"> 

        <div class="col-lg-12"> 

            <h1 class="page-header">Dashboard</h1> 

        </div> 

        <!-- /.col-lg-12 --> 

    </div> 

    <!-- /.row --> 

        <div class="row"> 

            <div class="col-lg-6"> 

                <div class="panel panel-default"> 

                    <div class="panel-heading"> 

                        Records 

                    </div> 

                    <!-- /.panel-heading --> 

                    <div class="panel-body"> 

                            <div class="dataTable_wrapper"> 

                                <table width="100%" class="table table-

striped table-bordered table-hover" id="table-id"> 

                                    <thead> 

                                        <tr> 

                                            <th>#</th> 

                                            <th>Tag Id</th> 

                                            <th>Time</th> 

                                            <th>Action</th> 

                                        </tr> 

                                    </thead> 

                                    <tbody> 

                                    {% for item in data %} 

                                    <tr> 

                                        <td class="count"></td> 

                                        <td>{{item[0]}}</td> 

                                        <td>{{item[1]}}</td> 

                                        <td>{{item[2]}}</td> 

                                    </tr> 

                                    {% endfor %} 

                                </tbody> 

                            </table> 
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                        </div> 

                        <!-- /.table-responsive --> 

                    </div> 

                    <!-- /.panel-body --> 

                </div> 

                <!-- /.panel --> 

            </div> 

        </div> 

    </div 

{% endblock %} 

 

 

Section 8 

Test the program 
 

A. Run the program 
 

 Task 

a)  Start a command prompt and type in the following command to change the directory to 
CA1 
cd CA 

b)  Type in the following command to run the Python program 
Sudo python main.py 

 
 
 

B. Expected Results 
 

 

 Task 

a)  If everything goes well, the expected 
output on your Raspberry Pi screen would 
look similar to that on the right 
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b)  After each entry or exit, users will hear a 
piercing sound coming from the buzzer as 
well as an led light blinking to say that 
access has been granted. Exiting would be 
the same process. 

 

c) U New users are able to register their cards, 
they would then be asked for the names 
and permission level. Do take note that 
entries and exits are logged as well as the 
accounts created.  

 

d)  Open up a second tab and run sudo python 
app.py to launch the website

 

 

 

 

 
 

-- End of CA2 Step-by-step tutorial -- 
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